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OBJECTIVE

= This user manual has beendesigned to assist Total users for accessing
WORKSPACE platform.

= This documentwill guide you step by step in order to have an easier startwith
the tool and a betterunderstanding of all its features.

= |n addition, this guide will offeryou an overview of all the prerequisites and
configuration processes that have to be consideredby the users to get
access to the new web portal.
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2.1 - INTRODUCTION

= WORKSPACE s the platformthat allows you to access all the resources you use
on a daily basis.

= This portal supports a wide range of operating systems, programming
languages, infrastructures,tools and devices.

= This system provides secureremoteconnection whenyou are ona non-
VISION workstation.

= Thanks to its agile and highly functional software, you can easily share your
information and improve your quality of the work.

= According to your profile, you can access Workspace Access through two
authentication means: Digital P@ss and Multipass.
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2.2 - NEW FEATURES

= Cross-platform:

[

= Cross-browser:

= Highly connected:

e Microsoft Windows: starting from the version
-

e MacOS: starting from OSX 10.8

e Linux: starting from the version 2.6

e |OS: starting fromiOS 8

e Android: starting from Android Lollycat 4.4

Chrome: all versions

Microsoft Internet Explorer: starting from
the version 10

Safari: starting from the version 9

Opera: last version

Microsoft Edge: allversions

Firefox: starting from the version 49

You can access your resources through different
devices:laptop,smartphoneor tablet.
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2.3 - PREREQUISITES

To have WORKSPACE accessrights (affected groups).

= To have authentication mean (Digital P@ss or Multipass).

= To have a GGI.

= Workinginternetconnection atleast 15KB/S.

= To have alaptop,smartphoneortablet.

= To install the prerequisitesFirst Time Installer (highly recommended because it
brings all togetherthe WORKSPACE prerequisites) or BiglIP Component
installed with the workstation administratorrights.
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2.4 - PREREQUISITES INSTALLATION

A) FIRST TIMEINSTALLER

In the toolbar’s section WORKSPACE, a drop-downlist will display, select
Components Download.

1. Acceptthe warning by checking the box | understand and agree.

Components Download

To enjoy the best Workspace experience, as well as to take advantage of all the functionalities offered by this service, you need to
install some components (ie: VPN client, TotalEnergies' Certificates ...).

This section automatically detects your OS and presents you all the possible components that might be required, depending on your
access prerequisites.

Please refer to each download item FAQ or product documentation as pointed out in this page for installation details.

Disclaimer

Prior installing the offered components, check that you fullfill our Access Prerequisites.

If you are a corporate user, also ensure with your local IT that all the Corporate Access Prerequisites are followed.

Please not that all these components are provided “as-is”. As a result, TotalEnergies will never be responsible for any damage or conflict with any
Workspace' component deployed on your workstation.

| understand and agree.

[] Show me all 0Ses downloads

2. ClickonWorkspace First Time AlO Installer.

WORKSPACE COMPONENTS (WINDOWS)

Prefer AlO Package install !

We highly recommend you to install our All-In-One First-Time installer that p ges all Workspace p
If you use this package, this is the only Workspace prerequisites that you'll need to install

First-Time Installer * Workspace First Time AIO Installer
Download and install this component for an allinclusive install of all Workspace

prerequisites at first-time deployment, or to repair a broken configuration.
When installing this component, you don't need to install alternate Workspace
downloads.

Licence Terms Deployment steps

In caseany problem occurs during the installation process check the FAQ!
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2.4 - PREREQUISITES INSTALLATION

B) BIGIP COMPONENT

In the toolbar’s section WORKSPACE, a drop-downlist will display, select
Components Download.

1. Acceptthe warning | understand and agree.

Components Download

To enjoy the best Workspace experience, as well as to take advantage of all the functionalities offered by this service, you need to
install some components (ie: VPN client, TotalEnergies' Certificates ...).

This section automatically detects your OS and presents you all the possible components that might be required, depending on your
access prerequisites.

Please refer to each download item FAQ or product decumentation as pointed out in this page for installation details.

Disclaimer

Prior installing the offered components, check that you fullfill our Access Prerequisites.

If you are a corporate user, also ensure with your local IT that all the Corporate Access Prerequisites are followed.

Please not that all these components are provided “as-is”. As a result, TotalEnergies will never be responsible for any damage or conflict with any
Workspace' component deployed on your workstation.

| understand and agree.
[] Show me all 0Ses downloads

2. ClickonBigIP Componentinstaller.

Alternatively, you can choose to deploy separated packages one-by-one.
In that case, the deployment of BigIP Component Installer will be mandatory, and all other will be optional, yet still recommended.

BigIP Component * | BigIP Component Installer
Download and install this component to deploy all required software to manage your
VPN connection.
Licence Terms Deployment steps

In case any problem occurs during the installation process check the FAQ!
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2.4 - PREREQUISITES INSTALLATION

C) TOTALENERGIES CA INSTALLER

In the toolbar’s section WORKSPACE, a drop-down list will display, select
Components Download.

1. Acceptthe warning | understandand agree.

Components Download

To enjoy the best Workspace experience, as well as to take advantage of all the functionalities offered by this service, you need to
install some components (ie: VPN client, TotalEnergies' Certificates ...).
This section automatically detects your OS and presents you all the possible components that might be required, depending on your

access prerequisites.
Please refer to each download item FAQ or product documentation as pointed out in this page for installation details.

Disclaimer

Prior installing the offered components, check that you fullfill our Access Prerequisites.

If you are a corporate user, also ensure with your local IT that all the Corporate Access Prerequisites are followed.

Please not that all these components are provided “as-is”. As a result, TotalEnergies will never be responsible for any damage or conflict with any
Workspace' component deployed on your workstation.

| understand and agree.

[] Show me all 0Ses downloads

2. Click on TotalEnergies CA installer.

TotalEnergies CA Installer TotalEnergies CA Installer
Download and install this component to deploy TotalEnergies internal Certification

Authorities on your workstation.

Licence Terms Deployment steps

In case any problem occurs during the installation process check the FAQ!
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2.4 - PREREQUISITES INSTALLATION

D) CITRIX PLUGIN & RECEIVER

In the toolbar’s section WORKSPACE, adrop-downlist will display, select
Components Download.

1. Acceptthe warning | understand and agree.

Components Download

To enjoy the best Workspace experience, as well as to take advantage of all the functionalities offered by this service, you need to
install some components (ie: VPN client, TotalEnergies' Certificates ...).

This section automatically detects your OS and presents you all the possible components that might be required, depending on your
access prerequisites.

Please refer to each download item FAQ or product decumentation as pointed out in this page for installation details.

Disclaimer

Prior installing the offered components, check that you fullfill our Access Prerequisites.

If you are a corporate user, also ensure with your local IT that all the Corporate Access Prerequisites are followed.

Please not that all these components are provided “as-is”. As a result, TotalEnergies will never be responsible for any damage or conflict with any
Workspace' component deployed on your workstation.

| understand and agree.
[] Show me all 0Ses downloads

2. ClickonCitrix Online Plugin & Citrix Receiver.

Citrix Plugin & Receiver Citrix Online Plugin & Citrix Receiver

Download and install the Citrix Receiver, or the Citrix Online Plugin if your 0S is below
Windows 7 to use your TARA VDI, or any other Citrix VDI thru Workspace. Links are
provided on citrix.com site.

EULA License Product Documentation

In case any problem occurs duringthe installation process check the FAQ'!
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3.1 - INTRODUCTION

= Digital P@ss and Multipass are two authentication systems allowing secure
accessto Workspace.

= You will find the necessaryinformation on Digital P@ss and Multipass in the
following documentation:
https://workspace.totalenergies.com/public/share/downloads/DigitalPass_V2-
Enroliment-Guide EN.pdf
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https://workspace.totalenergies.com/public/share/downloads/DigitalPass_V2-Enrollment-Guide_EN.pdf
https://workspace.totalenergies.com/public/share/downloads/DigitalPass_V2-Enrollment-Guide_EN.pdf
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4.1 - AUTHENTICATIONDIGITAL P@SS THROUGH MOBILE

1. Openthe link of the platform via your usual browser:
https://workspace.totalenergies.com

2. ldentifyyourselfvia Digital P@ss
= Click onthe button Login.

@ ] N O 0] q s

Welcome to Workspace

MULTIPASS
Direct Login

DIGITALP@SS
Federated Login

.

3. Enter your GGl number

= Enter your GGI number in the field provided for this purpose.
= Click on Next.

e

TotalEnergies

Authentification Sécurisée
Digital P@ss

IGG (ex: LO... ou JO...)

Se souvenir de moi @ )

J'ai un poste Vision, TS ou TGP
Conditions d'utilisation
Memority - © 2015-2022 Accenture. Tous droits réservés.



https://workspace.totalenergies.com/
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4.1 - AUTHENTICATIONDIGITAL P@SS THROUGH MOBILE

4. Selectthe device to use

= Selectthe deviceto be used for authentification.
= |nthis case,selectMobile Code.

e

Totalnergles

Authentification Sécurisée
Digital P@ss

= You will be redirected directlyto this page.
= A message will appear confirming that a notification has been sentto
your mobile.

e

Totalfnergias

Authentification Sécurisée
Digital P@ss

Une notfication svec le code de sécurité 2J-26 3 &1é envoyée

passe pour poursuivre I3 connexion

Chargement en cours ..

Authentification PUSH

Saisie code

Changer de login

To ensure you validate the correctauthentication request, a security code
(e.g.2J-26)is displayed and must matchthe one received on your mobile.

13
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4.1 - AUTHENTICATIONDIGITALP@SS THROUGH MOBILE

5. Click onthe notification received.

@ PUSH Authentication [2J-26]

Gt

Confirmthatthe security codeis the same asthe one displayed on the web page.

6. Validate the authentication by typing your password.

= Ifthe fingerprintis enabled, click on the iconto validate the
notification.

The authentication validation is automatically sentto the browser.

You are connectedto your platform from your mobile!

14



O 4 AUTHENTICATION DIGITAL P@SS (5/8)

4.2 - AUTHENTIFICATION DIGITAL P@SS THROUGH BROWSER

1. Openthe link of the platform via your usual browser:
https://workspace.totalenergies.com

2. ldentifyyourselfvia Digital P@ss
= Click onthe button Login.

a ] CUN 0 qe s

Welcome to Workspace

DIGITALP@SS
Federated Login

MULTIPASS
Direct Login

= Enter your GGl number in the field provided for this purpose.

3. Enter your GGl number

= Click on Next.

e

TotalEnergies

Authentification Sécurisée
Digital P@ss

|GG (ex : LO... ou JO...)

Se souvenir de moi @

J'ai un poste Vision, TS ou TGP
Conditions d'utilisation 15
Memority - © 2015-2022 Accenture. Tous droits réservés.



https://workspace.totalenergies.com/
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4.2 - WORKSPACE CONNECTION VIA YOUR BROWSER

4. Selectthe deviceto use

= Selectthe deviceto be used for authentification.
= |nthis case,selectBrowser.

e

TotalEnergies

Authentification Sécurisée
Digital P@ss

= Enter your password and clickon Login.

-
Profil ————

Mot de passe navigateur Mol de passe oublié

Connexion

i Helium by inWebo © 2022

You are connectedto your platform fromyour browser!
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O 5 WORKSPACE CONNECTION THROUGH MULTIPASS

1. Insertyour smart card into your laptop

=

2. Openthe link below via the web browseryou prefer:
https://workspace.totalenergies.com
3. ldentifyyourself via Multipass

= Click onthe button Login.

*e Workspace

TtoEeges @ womomce W COGMENTATON  © ASHSTANCE naaee

Welcome to Workspace

4. Enter your GG

= APop-up will appear.
= Click on OK.

Vérification du porteur

@)Pertm

NNNNNNNNNNN
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You are connectedto the platform!


https://workspace.totalenergies.com/

Once the authentication process has been finalised, you are able to access the

platform’s
Toolbar
yaLe
Totollrergies N WORKSPACE
Q
Core
Search
engine
. e——
. Sptd Fin
- Wt ng b ot il nerpe
Resources

B DOCUMINTATION © ASMISTANCE

AGIL A58 by Dee

& ome Taa owp Dewctory

Wl arw Porsl

& O& e

Zoom In / Out

N

‘v-a

@: A Dharge Prnswwrd

(Namgw row VAN W Pyrrecrt

Account
parameters
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On the top right of your page, the allow you to access

w Workspace

TotalEnergies A WORKSPACE [ DOCUMENTATION @ ASSISTANCE Mma @ @8

you will be redirected on the you will be able to contact the
support team.

Terms of use Privacy Policy Local Websites | Workspace © 2021 Total Global IT Services SAS

you will be redirected on the web page
related to

19



On the left of the interface, allows you to access differents of
the platform:

ﬁ Workspace

TotalEnergies A WORKSPACE & DOCUMENTATION © ASSISTANCE @ Q &=
Q CRON- R
you will find a complete list with all features.

a detailed presentation of
a tour guide across the platform.
to make you familiar with the new application in the simplest
way.
the necessary conditions in orderto receive access to
services.
the required components to install in orderto
access the platform.
alist of questions and answers frequently
asked.
a set of rules by which one must agree to follow in order
to use the service.
you will find useful documentationabout the privacy
policy and the new European GDPR regulation.
to contact the by filling in
an online form.
to easily disconnectyourself from the platform.
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aseries of documents explaining the application’s features.
to make you familiar with as soonas possible.

a detailed guide intended to give you assistance while using
the new platform.

a set of questions and answers frequently
asked.

forany problemrelated to the use of the platform.
a set of questions and answers frequently asked.

to redirect you on the web page that allows you to
make an

to allow you to raise an through an online form.

21
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6.4 - RESOURCES

Belowthe menubar alistof avallable resources to you are organized by category
according to their functionality.

Click directlyon the resource to access the application.

QY seorch resen 802

AGIL AGK by Dest
> Toral Group Deectry ‘ .
J J
SNOw AD Change Password
WA weCare Portad ) C Chsnge yowr MAN W Passmord
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The onthe right of the interface gives you access to different
sections:

w Workspace

TotalEnergies A WORKSPACE [ DOCUMENTATION © ASSISTANCE R Q &=

Q “RON R

SESSION DIAGNOSTICS
WORKSPACE SETTINGS £

WORKSPACE LOGOUT (O

to manage your VPN parameters and
other services.
to some parameters on your platform.
to easily yourself from the platform.
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O 7 PRACTICAL INFORMATION

SERVICE SUPPORT

» |n case of problems, we suggestto referto the FAQ available on the platform.

» You support Service Desk s available in French, English, German, Dutch,

Spanish, Portuguese and Chinese on WeCare portal.

» Please specifythat you are a WORKSPACE user when you contact the support.

Use your WeCare

Contactyour WeCare Service Desk: _
Companion

Central Number+331 47443321
or basedonyourlocation.

& . "
suppert I € fw


https://itsm.hubtotal.net/sp?id=kb_article&sys_id=f9b4c5091bd49110141997d19b4bcbf9
tel:+33%201%2047%2044%2033%2021​
https://itsm.hubtotal.net/sp?id=kb_article&sys_id=f4f20af31b9db1d075dd642aab4bcb12
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